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Vi tri cua Data link Layer

From network layer To network layer

Data link layer Data link layer

To physical layer From physical layer

Data link layer
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Chirec nang

* Data Link Layer

— Chiju trach nhiém di chuyén cac frame tir mét
node t&i node ké tiép

— Tang data link chia nhé dong cac bit chuyén dén
tlr tang network thanh cac khoi bit goi |a frame.

— Tang data link thuc hién :

« Xac dinh node ké tiép va cap nhat header chira dia chi
vat ly (physical address) cia node ngudn va node ké
ti€p

* Flow control va error control



Cac dich vu (1)

 PDong goi dir liéu (Framing)
— M6t datagram di chuyén xudng tir network-layer
dugc dong goi thanh 1 frame o link-layer
— C4au truc cla frame duoc quy dinh cu thé bédi giao
thuc link-layer
« Diéu khién truy cap duong truyén (Link
access)

— Giao thirc MAC (medium access control) qui dinh
cach thirc mot frame duoc truyén trong hai kiéu
két ndi point-to-point links va broadcast links



Cac dich vu (2)

* Truyén dit liéu tin cay(Reliable delivery)
— Giao thirc & link-layer dam bao truyén datagram
t&i dich ma ko 16i. HO tro truyén tin ciy chd yéu
trong wireless link

 Phat hién va slra 16i (Error detection and
correction)

— Puwoc thuce hién tai link-layer hardware



Hién thuc link layer

. Host
* Link layer duoc
hién thuc trong Application
A T
Mot network ranspor CPU Memory
Network
adapter — ;
n
: n E‘“Hnst bus
e Cac dich vu cla - (€g. PCl)
link-layer duwoc : : Controller
thU'C hlén tal ' Link ' 1 ___—tNetwork adapter
controller Physica
trong network Physical
transmission
adapter h
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Thuat nglr

* Node: host (PCs, laptop, server), router, WIF]
access point “link"

* Link : c6 day
hay khéng day

* Next node ?
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Kiém soat truy nhap dwong truyén

* Hai loai két noi

— point-to-point link (diém-diém) : mdt dudng truyén
duy nhat két n6i 2 node . Nhiéu giao thirc link-layer
duwoc thiét ké trén dang két n6i nay : PPP, HDLC

Thuong co trong ADSL, Telephone modem, Leased
Line...

— broadcast link (quang ba) : nhiéu node chia sé cung
mot duwong truyén. Mot frame dwoc givi tr 1 node
dén 1 node sé dugctruyén di tdi tat ca cac node trén
mang — goi la broadcast hay quang ba

Thuwong cé trong mang LAN truyén thong (bus hay star
topology); Wireless LAN, radio network, mobile
network, ...



Kiém soat truy nhap dwong truyén

* Van dé multiple access trong mang quang ba:

e Néu cé tir 2 node cung truyén cac frame tai 1 thoi
diém -> cdc node nhan nhiéu frame cung ldc. Két
qua, cac frame dang truyén bi va cham (collision)
tai cdc node nhan — signals cua cac frame bij va
cham khéng thé tach biét rd rang

=> mat cac frame d3 gti, 1ang phi bang thong cla

kénh truyén



Kiém soat truy nhap dwong truyén

* Van dé multiple access trong mang quang ba
(tiép)
=> Dan t&i nhu cau phai phdi hop viéc truyén dit liéu
gitra cdc node dé tranh xung dot , gay lang phi bang
thong
=> Hién thuc bang cac giao thirc da truy nhap
(multiple access protocols) ¢ link-layer



Phan loai cac giao thirc da truy nhap

* Chia kénh (channel partitioning)

— Chia tai nguyén cta duong truyén thanh nhiéu phan nhé
(thoi gian — TDMA, Tan s6 - FDMA , Ma -CDMA)

— Chia tirng phan nho dé cho tirng node
* Truy nhap ngau nhién (random access)

— Khéng chia kénh, cho phép ddng thai truy nhap, chap
nhan cé xung dot (collision)

— Cung cap co ché phat hién va tranh xung doét
— Pure Aloha, Slotted Aloha, CSMA/CD, CSMA/CA ,...
* Quay vong (taking-turn)
— Cac node chiém kénh truyén theo hinh thi&rc quay vong
— Token Ring, Token bus,...



Cac phuong phap chia kénh

* TDMA : Time division multiple access
* FDMA : Frequency division multiple access

* CDMA : Code division multiple access
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Cac phuong phap chia kénh

* TDMA

— Phan chia thoi gian truyén trén kénh theo time frames
va time slots

— Moi node chi thuc hién truyén cac bit di¥ liéu khi dén
lwot va trong time slot cua minh

 FDMA
— Tao ra N kénh truyén cé tan s6 khac nhau cho N node

* CDMA

— Moi node si* dung mot ma riéng dé ma hda cdac bit dir
liéu ma no gui di



Cac phuong phap chia kénh

< Vi du:
FDMA
&,
frequency |E
time
TDMA:
&%
frequency
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Cac phuong phap chia kénh

* Vidu mang LAN c6 6 may : Uu / nhuror
mady 1,3,4 hoat dong; may 2,5,6 nghi diém ?

5 6-slot |
TDMA X frame "

b e | em o |

time
) v e,
=
8
FOMA -4 v 3| | —
% Bl e .
FDM cable H:“__} :
RYAY ..
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Cac phuong phap chia kénh

Ca 3 pp : cho phép da truy nhap, ngan chan duoc dung do

TDMA : nhugc diém

— moi nut bj gidi han & bang théng trung binh R/Nbps
ngay cé khi nd 1a nat duy nhat vao kénh truyén

— mdt nat phai ludn ludn chd doi dén Iwot cia minh,
ngay ca khi chi cé n6 la nut can gui

FDMA : nhuoc diém

— nut bi gidi han & bang thong trung binh R/Nbps ngay ca
khi né 1a nat duy nhat vao kénh truyén

CDMA : stir dung trong dién thoai di dong



Cac phuwong phap truy cap ngau nhién

* Dac diém :
— DU liéu cia node truyén chiém toan bd kénh
truyén
— Cho phép da truy nhap, chap nhan va cham

— Khi cac node gap va cham : truyén lai frame sau 1
khoang thoi gian cho

* Node c6 thé phai truyén lai nhiéu [an




Cac phuwong phap truy cip ngau nhién
Slotted ALOHA

Node 1 1 1 1 1
Node 2 2 2 2
.y ] N
Time
| ¢ | e | ¢ | s | E | c | E | s | s |
Key:

C = Collision slot

19/09 T EMPY slot

18
5 = Successful slot



Cac phuong phap truy cap ngau nhién
Slotted ALOHA

— Thoi gian dwoc chia thanh khoang déu nhau (time
slot) dd dé truyén mot frame

— Cac node chi bat dau truyén frame vao luc bat dau
MmOt time slot

— Né&u gap va cham, node cho doi mot khoang thoi
gian ngau nhién va truyén lai khi bat dau mot
time slot

— Doi hoi phai dong bd thoi gian gitra cac node



Cac phuong phap truy cap ngau nhién
CSMA/CD

* Pactrung:

— Carrier sensing : node “lang nghe” duwong truyén
trwdc khi truyén.
Néu duong truyén dang ”ban , N6 cho cho dén khi

phat hién duong truyen ‘ranh” trong khoang ngan
thoi gian va bat dau truyén

— Collision detection : node lang nghe kénh truyén
trong khi thuc hién truyén.

Néu node phat hién xung dot (co node khac cung
dang truyén), node huy bé qua trinh truyen va cho
mot khoang thoi gian ngau nhién trwdc khi lap lai
vong lap sense-transmit-wait

CSMA/CD : Carrier Sense Multiple Access with Collision Detection



Cac phuong phap truy cap ngau nhién
CSMA/CD
* Van dé
— Tai sao lai cé xung doét khi da “lang nghe” trudc

khi truyén ?
* PO tré lan truyén

— Khoang th&i gian chd ngau nhién t6t 1a bao nhiéu
* D& node ko phai chd doi lau
e P& tranh va cham nira
=> st dung mot thuat toan (trong Ethernet )



Cac phuwong phap truy cip ngau nhién
CSMA/CDS

e

Hai node truyén dir liéu
c6 va cham
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Cac phuong phap truy cap ngau nhién
CSMA/CD

Space
A B C ]
CSMA
r ] L) . t ———————————————
v@i collision detection a
_____ 1'1
Collision
detectfabort
time
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Cac phuong phap truy cap ngau nhién
CSMA/CD

1. Adapter nhan mot datagram tuw network layer, dong goéi thanh
mot link-layer frame, va dat vao adapter buffer

2. NEu adapter lang nghe thay k&nh truyén ranh — nghia la ko cé
signal nao truyén vao adapter, né bat dau truyén frame. Nguoc
lai , néu thay kénh truyén bén, né cho cho dén khi thay kénh
truyén ranh thi bat dau truyén frame

3. Trong khi truyén, adapter 1ang nghe c6 signal dén tir cac
adapter khac khong

4. Néu adapter truyén toan bd frame ma chua cé signal dén tw
cac adapter khac => truyén thanh cong

Nguoc lai, néu adapter dang truyén va phat hién coé signal tir cac
adapter khac => nd hay truyén frame. Adapter chd mét khoang
th&isgian ngau nhién va lap lai budc 2



Cac phuvong phap truy cap quay vong

* Token Ring — mang vong dung the bai

— Sir dung mot frame dac biét goi la token (the bai)
Token dugc chuyén Ian luot gitra cac node theo 1
th& tu nhat dinh

— Node chi truyén dit liéu cta nd khi nhan duorc
token.

— GUi di¥ liéu xong / hodc ko cé nhu cau gtri di liéu,
node phai chuyén token cho node ké tiép



Cac phuong phap truy cap quay vong

e Token Ring — Mot sb van dé :
— T6n thoi gian chuyén token
— Mat token



Tom tat
Cac pp kiém soat da truy nhap
* GOm 3 phuwong phap
— Chia kénh
— Truy cap ngau nhién
— Truy cap quay vong

e Uu nhuoc diém



bia chi MAC va ARP

* PiachilP
— DUng trong tang Network
— 32 bit, biéu dién bang s6 Dec
— Dia chi cé cau truc
* Dia chi MAC
— DUng trong tang Data link
— 48 bit , biéu dién bang s6 Hex
— Dija chi khdng cau tric
— La dia chi cta 1 adapter (nam trong host va router)
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bia chi MAC va ARP

—+- Local Area Connection Status JEI[E|

| General | Support |

Connechion status

Network Connection Details E| [X|

Metwork. Connection Details:

Property Value

Physical Address 03-00-1F-B2-&1-43

IF &Address 0.0.0.0

Subnet Mask 0.0.0.0

IP Address 192168.1.33

Subnet Mazk 255.255.255.0

Default Gateway 19216811

DHCP Server 192.168.1.1

Leasze Obtained 10/23/2008 11:16:29 PM

Lease Expires 1042672008 11:16:29 PM
DMS Server 192.168.1.1
WINS Server
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bia chi MAC va ARP

+ MOt adapter A mudn glri mot frame cho mét adapter B
* Adapter A phai cé dia chi MAC cta adapter B

* Adapter A chén dia chi MAC cua adapter B vao frame va guri
frame vao mang -> frame duoc chuyén tdi switch -> switch
glri frame ra tat ca cac port clia n6 (broadcast) va tdi tat ca
cac may trong LAN. Cac adapter khi nhan frame, kiém tra MAC
address, néu trung thi chuyén frame 1én tang trén, nguoc lai
thi hay frame.

* MOt adapter A cé thé mudn glri frame cho tat ca cac
adapter

« Adapter A dung dia chi MAC dich c6 dang FF-FF-FF-FF-FF-FF
(goi la MAC broadcast address )



bia chi MAC va ARP

e MOi card mang c6 mot dia chi MAC

e Dé glri frame tir A->B, adapter A phai cé dia
chi MAC cua adapter B - adapter

l -1A-2F-BB-76-09-AD
Van dé : xac % e
. . ” wired or
dinh dia chi ?Q

wireless)

M A C t U’ d_la 71-65-F7-2B-08-53 £8.93.D7.FA.20.80

?
chiIP?
*— (0C-C4-11-6F-E3-98
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ARP : Address Resolution Protocol

* Giao thirc ARP : thuc hién chuyén doi dia chi
IP -> dia chi MAC trong pham vi subnet
e MOoi node cd mdt bang ARP

* Bang ARP chtra cac anh xa dia chi IP -> MAC
clia mot s6 node trong subnet

(Time To Live)

IP Address MAC Address T khodng 20 min
222.271.771.171 B8-B2-2F-54-1A0F 13:45:00
222.221.7172.773 5(-66-AB-90-7581 13:52:00

Figure 5.18 + A possible ARP table in 222.222.222.220
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ARP : Address Resolution Protocol

« May A mudn gtri moét goi tin dén may B trén clng
subnet
— Néu may A cé dia chi MAC trong bang ARP

— Néu may A khong co dia chi MAC cua B trong bang
ARP -> may A str dung giao thirc ARP dé tim
dia chi MAC cua B



ARP : Address Resolution Protocol

A guri broadcast mot goi tin dac biét goi la mot ARP request
frame. Frame bao gom : dia chi IP va MAC clia may A va dia
chi IP cua may B va MAC broadcast address

T4t ca cac adapter trén subnet khi nhan ARP request frame
thuc hién chuyén frame 1én ARP module dé x ly

Moi ARP module kiém tra xem IP ciia mdy cé khdp vdi dia chi
IP dich trong ARP frame. Néu trung khdp, nd sé givi tra lai A
mot ARP response frame v&i dia chi MAC cua adapter B.

A cdp nhat bang ARP, va déng gdi gdi tin IP can glti voi MAC
dich d3 biét, rdi chuyén gdi tin ra duwdng truyén



192.168.1.1

1A-23-F9-CD-06-9B

\&»
\ w v

\ 4

D3

IP nguén, IP dich -

D2

12

7 A
MAC nguén , MAC dich -

-010101010101101 010000010000
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192.168.1.2
5C-66-AB-90-75-B1

T
Lo

- D3

- D2

i

|
-D1 010107107101101010000010000

I Transmission medium I
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Trong Windows 7 :

 Xem dia chi MAC
ipconfig /all

* Xem bang ARP
arp -a



C:\Users\Administrator>ipconfig /all

Ethernet adapter Local Area Connection:

Media State . . . . : Media disconnected

Connection- spec1F1c DNS Sufflx .ol

Description . . . . - « « « . . : Atheros AR81532/8158 PCI-E Fast Ethernet (
ontroller (NDIS 6. 23)

Physical Address. . . . . . . . . : B4-7TD-TB-BO-FE-T2

DHCP Enabled. . . . .. . .1 Yes

Autoconfiguration Enabled .. . . Yes

C:\Users\Administrator>arp -a

Interface: 192.168.1.102 --- Oxe

Internet Address Physical Address Type

192.168.1.1 BO-14-bf-b3-47-18 dynamic
192.168.1.255 Ff-ff-ff-ff-ff-ff static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.252 01-00-5e-00-08-fc static
239.255.255.250 01-00-5e-Tf-ff-fa static
255.255.255.255 ff-ff-ff-ff-ff-ff static




